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Abstract

Networking and data communications technologies have evolved more rapidly thanks to sustainable computing. The
idea of developing intelligent health systems is currently taking shape as the Sustainable Healthcare Systems. The study
of security for Sustainable Healthcare Systems-based application systems, including such e-healthcare systems, industry
automation systems, tactical surveillance systems, and so on, has recently made considerable achievements in the
academic world. Chaotic Map assisted SHA-3 algorithm is discovered as a crucial security-control method to the design
of Smart Environments. The S-USI assigns a unary-token to the authorised users so they can access the various services
offered by a service provider across an IP-enabled distributed system in order to guarantee fidelity. There are many
authenticating methods available for cloud-based decentralized systems. The majority of the techniques are still
susceptible to security risks like replay attacks, powerful intrusion attempts, user request, and authentication protocols.
In order to provide security and privacy, the intelligent healthcare industry described in this study help of sensors and
sensor-tag technology. A strong secured based mechanism and well-formed cohabitation protocols proof for ubiquitous
cloud services are suggested in order to bolster the authentication process. The significance of the proposed measures is
demonstrated to demonstrate the security effectiveness of the suggested method using a formal security analysis. The
comparison has been done from the formal verification show that the presented method uses less overhead processing,
making it more appropriate for telemedicine hospital information systems.
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1. Introduction

The ultimate goal of such an exploration is to address the flaws of the existing security systems [1,2]. International
institutions as well as individual users have attracted to the new and fast growth of cloud computing due to the nature of
provisioning which has adopted the concept of pay-as-you-go and has thus become highly attractive to organisations
and consumers [3,4]. This increase is reflected not only in the maturing infrastructure and variety of services provided
by cloud computing, but a significant rise in the number of organizations moving their operations to cloud-based
environment in attempt to find scalability, flexibility in their operations and their reduced cost [5,6].

The global trend towards cloud computing is picking up pace, so the inevitable problem is management and security of
large volumes of data in cloud-based environments. At the moment, preliminary statistics show that as of the year 2020,
the future of up to 83% of organizational task loads have been projected to have shifted to the cloud and thus the more
reliant on cloud services [7-9]. This rapid adaptation is transforming cloud computing into an on demand environment
where consumer demand instant access to data and services with out interruption or latency [10]. Nonetheless, this fast
development has also come up with a number of essential concerns the first most involving security, data integrity,
scalability and privacy, as in Figure 1 [11,12].
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Cloud computing has emerged as an essential part in the information technology systems of organizations [15,16].
However, its skyrocketing embrace has increased the imperativeness of meeting challenges arising because of
performance. According to recent scholarly surveys, over 60 percent of the estimated disquiets about cloud revolve
around the matters of security and privacy challenges [14]. The findings support the idea that there is a need to come up
with resilient security strategies that would help secure sensitive data in the cloud platforms that have now become the
backbones of the IT infrastructures.

One of the most representative examples is the control of electronic health information. Healthcare industry, one of the
most confidential of all types of information, has been resorting to the adoption of cloud computing more to improve
the smoothness of operations and service provision [18]. Electronic health (eHealth) systems are a revolutionizing move
towards the goal of providing better, efficient and accessible healthcare. An eHealth platform has to be flexible, stable
and sustainable to meet such expectations. But the Personally Controlled Electronic Health Record (PCEHR)
technologies in wide application assert an incomplete control over the data of the patients, thus creating danger of
allowing the unauthorized hands (medical practitioners or the operators of repositories) of the information get access to
some important information. Such intervention raises a very serious concern that needs to be looked at more keenly
when it comes to data integrity and data security in cloud settings [19,20].

The issues of privacy when storing and sharing electronic health records (EHR) in cloud settings are of a heightened
nature. The existing technologies claiming to facilitate safe access to EHR do not guarantee full confidence due to
ineffective authentication process which can lead to data exposure and unauthorized access to them [21,22]. Owing to
the highly sensitive nature of health-related information, only qualified medical specialists and healthcare
administrators should access the same. This is why it is important to implement stricter procedures of authentication
[23].

The literature shows that the current authentication systems deployed in cloud-based eHealth systems should be
improved. The current paper brings a hybrid access control model that would overcome the given weaknesses [24].
Contributing to the protection of the health data at rest and in transit, the model introduces layered security barriers due
to integrating various communication channels, such as biometric systems, token-based solutions, and encryption
techniques [25].

Other important considerations are scalability and adaptability. The importance and scale of the health data have grown,
and cloud elements have advanced, thus altering the scale and specifics of authentication and access control systems,
although they are necessary to guarantee protection throughout the data life cycle [26]. The flexible nature of the hybrid
solution will be enough to ensure that such fluctuations are taken into account, and still, patient privacy is not in danger
as maturity is achieved across cloud environments [27].

Looking at overview of results, it is observed that stronger and more secure authentication tools are necessary in
eHealth sector, particularly, in cloud computing environment [28]. The sensitivity in data that is health-related and the
speed at which cloud solutions are reported to be advanced requires proper protection protocols to prevent malicious
activities [29]. The described here hybrid access control model is more versatile and complete, as such, will further
promote the privacy and security of eHealth information. When properly executed, then it would lay the brick of more
reliable and secure cloud-based eHealth systems and support both patient privacy in a fast-changing digital world
[30,31].

2. Literature Review

The following work introduces a new-fangled three-factor authentication (3FA) scheme that can be used to protect
Internet of Things (IoT) Wireless Sensor Networks (WSNs). The scheme is based on a mobile authentication
infrastructure that depends on the extraction of the biometric characteristics of the users. Its main target is to increase
the safety and effectiveness of smartphone applications, IoT, which are being implemented in a growing list of
applications. Combined with biometrics, intelligent gadgets, and usual password systems, the procedure of
authentication becomes both safe and comfortable at once. The protocol given in the article is based on the
cryptographic tools that are well known, that is, hash functions and XOR (operations). It has four basic elements of user
access protection [32,33]:

a) Three Factor Authentication (3FA). This aspect is a collision of three elements:
e What the user possesses; a smart device;
e Something that the user possesses-biometric features, namely his fingerprints.
e Something that the user knows- the password.

b) Shared Session Key. After the authentication of the user, this key is used to encrypt subsequent data in the session,
thus increasing protection to the data.

¢) Mutual Authentication. Each must authenticate the other, the user and the IoT system, thus preventing the man in
between (MITM) attack scenario where an attacker intercepts messages between two parties.
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d) Key Freshness. The session keys are refreshed regularly and therefore the chances of replay attacks where an attacker
reuses past messages to personate a valid user are reduced.

In order to consider the authentication protocol proposed holistically, the researchers involve the use of several formal
methodologies where the Burrows-Abadi-Needham (BAN) logic stands out. There is analysis logic and a precise
method of proving the correctness of security protocols named BAN logic. In addition, the simulation platform, the
Automatic Validation of Internet Security Protocols and Applications (AVISPA) is used, to have a model of the
authentication scheme and explore its security properties in a variety of operational conditions. Complementary
informal security analysis promotes the protocol by demonstrating the manner it translates several possible
vulnerabilities [34,35].

The paper proves that the suggested scheme can outweigh by far the current robust authentication schemes in security,
convenience, efficiency of communication and computational overhead. The protocol enhances the security
environment of the Internet of Things (IoT)-based application, particularly in Wireless Sensor Networks (WSN), largely
due to the three-factor schematic making use of biometrics, smart devices, and traditional passwords [36,37].

Wireless Body Area Networks (WBANS) are one of the rapidly developing segments of the IoT, which have won
popularity in therapeutic applications. The wearable sensors used on WBANSs enable a continuous data collection and
sending of physiological or behavioral data which forms the basis of the next generation of the medical systems. Such
networks can carry the real-time reporting of measurement including heart rate, blood pressure, temperature, and other
vital signs [38,39].

Body-worn wireless sensor networks (WBANSs) are a special type of a wireless network that is likely to transform a
variety of fields, particularly the health sector. However, implementation of the same keeps facing non-negotiable
problems, top among them concerning privacy and security. Due to the fact that WBANs communicate with the help of
unencrypted wireless protocols, they are quite vulnerable to eavesdropping, data modification, and unauthorized access
notifications. Such weaknesses present strong hurdles, particularly when in a healthcare setting, where data integrity has
strict standards that need powerful defensive measures to be met on confidential data [40,41].

Another hindrance is that most implanted sensors are of limited capacity. Such devices are usually small, battery
powered, and have limited resources, but are required to transmit, store and crunch data to within tightly specified
power and memory limits. Any secure-communication protocol used in such a setting has to be effective without
prohibitive computing costs [42].

Employing smartphones as intermediates creates an attractive channel in curbing the security risks of widespread body-
area networks (WBANSs) [43]. On the basis of the high computation capabilities and storage facilities, as well as the
ubiquity of these mobile devices, WBANs can share the computational and storage burden and maintain their end-to-
end security through air-borne transmission of data. With the arrival of the fifth-generation (5G) of network
infrastructure, the role of smartphones in the safe gathering and sending WBAN data will increase further [44,45].

In the proposed paper, the standard WBAN architecture suggests replacing the traditional personal controller (PC) with
a smartphone application program. Such a replacement will allow processing sensor information more efficiently and
integrating it without any issues with cloud-based healthcare systems. Additionally, smartphone acts as the mediator
between limited sensors and distant clouds or devices, hence providing protection of data confidentiality and integrity
involving patient information [46].

Biometric authentication, by charging, allows passable authentication of individuals on an electrocardiogram (ECG)
recording. ECG has high biometric discriminability that could be easily detected using wearable sensors to conduct
effective personal identification. The features obtained with the help of ECG when fed into a three-factor authentication
system provide extra protection against impersonation [47,48].

An important part of the protocol process is the group key management: in case of a process related to a single user
multiple co-located sensors can be deployed and thus secure communication among the devices is required. The phone
part of a smartphone choreographs the release of the session keys to all the sensors approved to participate in
responding to the query, and the data transmitted at the time secures privacy [49].

The resilience of the system is additionally optimized by dynamic key updating. Revision of the encryption keys
according to a regular schedule can thwart replay attacks, as well as long run compromise of older keys. The process
does not require any considerable alteration of already deployed sensors and has assured scalability and efficiency in
computation. To conclude, the provided scheme combines biometric verification based on ECG with group key
establishment and key refreshment, thus ingraining sensitive WBAN data at the cost of limited computational and
comminative overheads. The efficiency and security of the protocol are increased by high processing capabilities and
off-body storage of the smartphone. The study highlights the need of performance-optimised, scalable and privacy-
friendly authentication systems to the growing Internet of Things (IoT) environment [50].

3. Proposed Work

In order to enforce a secure authentication protocol, a host system and a sensor/peripheral module must be connected. A
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1-Wire SHA-256 safe authenticator and a SHA-256 coprocessor with a 1-Wire master function make up the system
shown in Figure 2. Working more than a single pin of the 1-Wire interface between both the hosts and peripherals
improves design, lowers costs, and decreases connection complexities.
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Figure 2. Formation of hash function

However, certain functions describe the hashing algorithm is strong as follows:
(0] h(x)=H )
(2) Weak Collision Resistance
h(x) = h(y) (2)
(3) Strong Collision Resistance
h(y) = h(x) A3)
The most significant properties of using secure hash function can be follows:

h, is considered as an input for Md, at any size of the packet

It is most simple to calculate the secure hashes.
It comprised of collision free property and thus it does not produce any unique outcome for two or more inputs.
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( Output h(x) = g(H;) )

Figure 3. Formation of hash code from credentials
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In order to compute a hash function, a mobile node selects the random variable » € (0,1)* and then computes list of
values by » (H,, H,, H,, H,, ... H,) where H,=r and H,=/(H, ) for 0<i<n . SHA family (SHAO, SHAI,
SHAZ2, and SHA3) is created by NIST standard. Each hashing algorithm can be characterized using output size, block
size of bits, word size (bits) and multiple hashing functions, as in Figure 3. This will reflect the changing in message
integrity with high probability rate. If compare SHA3 with SHA2, SHA3 provides high security and
SHA-2 requires 64 cycles, but SHA3 needs 24-cycles of operation. When number of cycles increase, SHA3 increases
the hashing speed than SHA2. SHA3 is based on the Keccak Sponge Construction. A main feature of SHA3 is that is
highly flexible and robust against traditional hash functions. Table 1 shows the SHA properties and Figure 4 shows
comparison of hashing algorithms.

Table 1. SHA properties

SHA type Word Size (Bits) sﬁﬁsfﬁﬁi) Sizl(()]csl;ts) Digez/:(::zzg:Bits)
SHA-1 32 Less than 264 512 160
SHA-224 32 Less than 264 512 224
SHA-384 64 Less than 2128 1024 384
SHA-512 64 Less than 2128 1024 512
SHA3-224/512 64 Less than 2128 1024 224
SHA3-256/512 64 Less than 2128 1024 256

( Start )

/ Compute Hash /

A 4

A 4
Padding (appending
bits) 0, 1..n

v

\
Input state absorbed
at given Rate

\ J
A 4
Block Permutation w

y

Hash value is squeezed

Figure 4. Flow diagram for SHA-3

It considers variable size input and results variable length output and the parameters of SHA-3 are Rate » and Capacity
¢ . A unit of these two parameters is bits. In addition, rate is the hashing speed and capacity means the permutation

security level. The permutation of b is r+c . A Keccak Sponge Construction is represented as,

R=()®X)®D(n)® (p)® (6) 4)
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where, i is the iota module which breaks up any symmetry that causes due to other modules. It estimates the array
elements for a round of constant. Its nearly takes 24 rounds chooses using Keccak Sponge Construction. When without
iota module, all rounds of mapping will be symmetric. X is the Chi module that adds nonlinear function to the
permutation round. It combines the row elements using 3 bitwise operators include && (and), ! (not) and @ (ex-or). In
the final analysis, it stores the result in a state array, pi ( w) is the permutes of 64-bit elements where permutation will
work with a fixed pattern assignment, o is the rho module which rotates the 64-bit elements by triangular numbers 0, 1,

3,6, 10, and 15, and theta ( @) renders the internal state into 5 x 5 array of 64bits. It calculates each column elements
and integrates them with an XOR operator and then it results parity for each state bits. Then number of rounds
computed using 12 + 2/ and keccak f(r+c) is calculated. For instance, 7 is the 1024bits and ¢ is the 576bits. In the

final analysis, Keccak f is the 1600 for 24 rounds. It utilizes byte ordering and bit numbering. A process for SHA3-
256 can be described as follows:

o Consider an input as credentials of mobile user and add on the delimiter.

o It uses the Keccak Sponge Construction where message blocks are XOR into a subset of the state. Then execute the
change to obtain the whole file.

o Next execute padding i.e., appending bits, absorb the input into the state i.e., for each piece XOR it into the state and
then block permutation is applied.

e The hash values for user credentials are computed at same rate as input file. The flowchart for SHA-3 (512bits) is
depicted.

Algorithm 1 SHA-512 Algorithm

Begin
Initialize the number of users
For all the users
Initialize registration
Get the input parameters for registration
Generate the message for each user parameters by fusion
Do padding bits to the original message
Append length
Initialize the chaining variables
Assign the all-chain variables into new variables
Process all the number of blocks
Splits the input message into 512 bits of blocks (16 sub-blocks and each with 32 bits)
SHA-512 performed with 4 rounds and each consists of 20 steps
Consider three inputs for each round (512-bit block, register for chain and constant variable)
15: For rounds 1 to 4
Round 1 is performed between 1 to 19
Round 2 is performed between 20 to 39
Round 3 is performed between 40 to 59
Round 4 is performed between 60 to 79
16: Perform SHA-512 for 80 rounds

LD

—_ e = = = \©
RO

17: For each iteration, logic, register, circular left shift, and additive operations
18: Generate the final hash by fusing all blocks

19: End registration and then perform authentication

20: Collect input parameters and compute hash by performing step (7) to (18)
21: Compare Hash (i) and Hash (j)

22: if matched, then return authentication is successful

23: Else terminate the authentication

24 End if

25: End for

26: End

4. Experimental Results & Discussion

The experiment test is conducted to evaluate how well our verification method worked. Test results, as in Figure 5,
demonstrate that the proposed method can complete authentications with tolerable delays. Because the suggested
hashing methods are more sophisticated than previous systems and it is impossible to determine the precise plaintext
password because it is hidden among a huge number of false passwords, they are resistant to password guessing
attempts. Additionally, our system is protected against attacks using stolen verifiers, because even if the attacker has the
password, they still need the delimiters since they're not recorded on the server. In the proposed, we assume that the
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networking and servers employ safe cryptographic techniques like SSL and cutting-edge validation tools to fend off
Man-in-the-Middle attacks, Replay attacks, and Dos attacks.
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FigureS5. Comparison of hashing algorithms

On the other hand, submitting an user name and password just at time of access is typically accepted as an option. Even
simplified methods might be favoured as ICT use increases (e.g., the use of fingerprints for smartphones). However,
such easy and passive processes can then be used to prove intention. Especially when it comes to the widespread the use
medical and health data, they may significantly increase the chance of individuals agreeing without giving the decison
significance and ramifications due thought. In those other words, it is impossible to ensure the integrity of professional
researchers and practitioners. As a result, it's critical to perform appropriate actions, including submitting a login and
password as a means of security even during login. It is unclear whether a signature in a consent form regarding medical
care and study may be satisfactorily replaced by this type of authentication. Views have changed over time and in
different locations, but now at least for the time being, a straightforward action like a click shouldn't be taken for
granted.

5. Conclusion & Future Work

In the research, a number of passwords, biometrics, and smartcard reader remote user authentication techniques have
been presented. The majority of the systems put out in the research, unfortunately, are either computationally costly or
vulnerable to a number of well-known attacks. We seek to introduce a novel, strong, and efficient password-based
remote user authentication technique in this study. Our system is effective because it only employs a one-way hash
function and bitwise XOR procedures that are efficient. We demonstrate that our system is secure against potential
attack patterns using rigorous informal and formal security research. Additionally, appropriately and accurately handles
the password change process without ever accessing a remote server. Our system also outperforms competing
techniques in terms of communications, computational overhead expenses, privacy, and features accessibility.
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