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Abstract

Private Al is used in this paper as a deployment-based umbrella term for Al systems whose data and computation are
constrained within a defined trust boundary. That boundary may be local or on-device, on-premises or private-network
infrastructure, a private or dedicated cloud, or a managed cloud service that provides logical and contractual isolation.
These models are not equivalent. This paper is concerned mainly with the final category: cloud-based isolated-context Al
services that allow users to upload a bounded collection of documents and query them through one or more foundation
models. NotebookLM is used as the main illustrative case, while Microsoft 365 Copilot and ChatGPT Business/Enterprise
are comparison points. The central argument is straightforward: source isolation and exclusion from foundation-model
training are useful privacy controls, yet neither is equivalent to local processing. The study uses a structured conceptual
review of peer-reviewed security and privacy research, authoritative standards and regulator guidance, and current
provider documentation. It separates privacy, cybersecurity and governance concerns across five layers: transmission and
account boundary; inference; stored and derived representations; training and model improvement; and governance and
human access. The paper then converts those layers into a practical zero-trust decision framework for deciding what may
be uploaded, what requires an approved enterprise environment, and what should be minimised, anonymised or kept local.
Its practical value is that it gives educators, managers and technical staff a way to make a data decision without pretending
that a simple label such as private or no training answers every privacy question. The framework is illustrated through
the design of an Al Security, Ethics and Management module at the University of Leicester. No empirical validation is
claimed at this phase; the educational application is a design case that motivates a planned evaluation.
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1. Introduction

Private Al is an attractive phrase, however, it needs a technical boundary. In this paper, Private Al means an Al
deployment in which data access and model processing are intentionally constrained within a defined trust boundary. That
boundary may be (1) local or on-device, where processing stays on user-controlled hardware; (2) on-premises or private-
network infrastructure controlled by an organisation; (3) a private or dedicated cloud environment; or (4) a managed cloud
service that relies on logical isolation, account controls and contractual privacy commitments. A laptop with networking
disabled and a managed cloud knowledge service may both be described as private, but they achieve privacy in materially
different ways. The paper therefore treats Private Al as a spectrum of deployment and assurance rather than a single
architecture.

The distinction matters because generative Al is no longer a niche activity. HEPI Report 199, the Student Generative Al
Survey 2026 published on 12 March 2026, surveyed 1,054 full-time UK undergraduates; 95% reported using Al in at
least one way and 94% reported using generative Al to help with assessed work [1]. In the workplace, Microsoft and
LinkedIn reported in 2024 that 75% of surveyed knowledge workers were already using Al at work [2]. These figures do
not measure NotebookLLM adoption particularly, and public product-level adoption statistics for notebook-style systems
remain limited. They do, however, show the scale at which staff and students are now making everyday decisions about
what material is safe to place into Al services.

A common example is NotebookL M. The user uploads source documents to a service, selects which sources should be
active, asks questions and receives answers grounded in those materials. Google states that NotebookLM uses uploaded
files, generated outputs and chat history to build the user's knowledge base, and it distinguishes this processing from direct
training of foundation models [3,4]. For qualifying Workspace and Education accounts, Google also publishes stronger
commitments around human review and generative-model training [5]. Those commitments are important. The point of
this paper is not to imply that they are false. The point is that they answer only some of the questions that a strict privacy
analysis should ask.

A document is not uploaded directly into an LLM as if the model were a file server. It is uploaded to an Al service or
application. The service may extract text, divide it into chunks, create numerical representations for retrieval, store source
material and conversation state, select relevant passages, construct a prompt, invoke one or more models, filter the output
and maintain operational records. The model is one component of a wider application architecture. That architecture is
the appropriate unit of analysis when the concern is data privacy.

Having defined the four deployment boundaries at the outset, the present study concentrates on managed cloud Al services
with logical and contractual isolation. It calls this category a cloud-based isolated-context Al service. Notebook-style
knowledge-base tools are one subtype of that category. Local, on-premises and private-cloud deployments remain
important comparison points because they move or narrow the processing boundary rather than merely changing a privacy
notice.

The problem is not simply legal or technical. Contracts and privacy notices define permitted processing, retention, review
and secondary use. Technical architecture determines where data travels, what derived representations exist and what
attack surfaces are introduced. Governance determines whether the right account, approval route and data category are
being used. NIST treats generative Al risk as a lifecycle and socio-technical problem [6,7], while UK data-protection
guidance expects organisations to examine purpose, data minimisation, security and accountability [8]. The European Al
Act adds a wider governance context in which risk management, transparency and human oversight are increasingly
important [9].

Recent peer-reviewed surveys similarly separate privacy and security concerns across training, inference and deployment
rather than treating them as one model-level problem [10-12]. This matters because the question 'is my data used for
training?' is narrower than the question 'what happens to my data when I use this service?'. The first question is worth
asking. It is simply not enough by itself.

The research gap addressed here is practical. Existing work studies training-data extraction, prompt injection, retrieval
attacks, embedding privacy and Al governance. Standards describe risk-management processes, and providers describe
product-specific controls. What is less clear for an educator, manager or ordinary technical decision-maker is how to
combine those pieces when deciding whether a particular document belongs in a particular Al environment. The
contribution of this paper is a five-layer privacy analysis and a decision framework that translates those layers into an
upload decision. It is deliberately not presented as a new cryptographic protection mechanism, nor as evidence that
commercial services secretly train on every upload.

Accordingly, the paper has three analytical objectives rather than empirical hypotheses. First, it clarifies what private
means across local, on-premises and managed-cloud deployment. Secondly, it identifies which privacy and cybersecurity
concerns remain when model weights are not updated. Finally, it develops an auditable decision process for matching
data sensitivity, processing purpose, architecture and consequence of failure. These objectives are addressed through a
structured conceptual review, cross-system comparison and a pedagogical design application.



2. Background and Literature Review

2.1 Scope and Key Terminology

The terms privacy, security, confidentiality, data isolation and local processing are related but should not be used as
synonyms. In this paper, privacy concerns the permitted collection, use, retention, disclosure and secondary use of
information. Cybersecurity concerns protection of the service and its data against unauthorised access, manipulation or
disruption. Confidentiality is the narrower property that information is not disclosed to unauthorised parties. Data isolation
describes a logical or architectural boundary intended to stop one tenant, account or workload from accessing another.
Local processing means that the relevant inference and data handling occur inside hardware controlled by the user or
organisation rather than on a third-party cloud service.

Within this taxonomy, Private Al is not treated as a binary technical property. It is a deployment and assurance claim
whose meaning depends on the boundary being controlled. A managed service such as NotebookL.M may provide account,
source and contractual isolation while still processing data remotely. The useful follow-up question is therefore not simply
'is this private?', but 'private from whom, within which processing boundary, and by what mechanism?'

For consistency, the phrase cloud-based isolated-context Al service is used throughout the rest of the paper for a managed
service that accepts a bounded user or organisational knowledge source and uses that source to ground generated responses.
A notebook-style Al service is a user-facing subtype that persists a collection of sources as a notebook or knowledge base.
NotebookLM is the primary example because its product design makes the source boundary especially visible. Microsoft
365 Copilot and ChatGPT Business/Enterprise are not identical notebook products, but they provide useful comparison
points because they show how different managed Al environments describe organisational data use and training controls.

Table 1 compares the main deployment patterns, their grounding or retrieval boundary, and the different meanings of
privacy that follow from them.

Table 1. Comparison of private-Al deployment patterns and managed service examples.

Deployment / Published training / data-use Residual privacy or security

example

Processing boundary

position

consideration

Local / on-device
LLM

On-premises /
private-network
LLM

NotebookLM with
qualifying

Workspace /
Education account

Microsoft 365
Copilot / Copilot
Chat with
enterprise data
protection
ChatGPT Business
/ Enterprise

User-controlled device; may be offline

Organisation-controlled and

network

Servers

Google-managed cloud service; users
select notebook sources and responses
are grounded in those sources with
citations [4]

Microsoft 365 service boundary;
Microsoft 365 Copilot can ground
prompts in permissioned Microsoft
Graph content, semantic indexing and
optional web context

OpenAl-managed workspace; Company
Knowledge can search and fetch from
eligible  connected  organisational
sources and return cited answers

No third-party inference service
is required

Organisation determines training
and retention policy

Google states that uploads,
queries and model responses are
not human reviewed or used to
train Al models under the
qualifying protections [5]

Microsoft states that prompts,
responses and Graph-accessed
data are not used to train
foundation models [13]

OpenAl states that business
inputs and outputs are not used
for training by default [15]

Endpoint compromise, local logs,
model supply-chain risk and
physical access remain relevant.

Internal ~ administrator  access,
network segmentation, patching and
local governance still matter.

Remote processing and storage still

occur; account  configuration,
sharing, retention and service terms
remain part of the privacy
boundary.

Prompts and responses may be
logged and retained for
audit/eDiscovery depending on the
service and plan [14].

Privacy still depends on workspace
configuration, retention choices,
access controls and the
organisation’s own data policy.

From a retrieval perspective, the three managed services are not interchangeable. NotebookLM is the most explicitly
source-bounded of the three examples: users choose the notebook sources and Google describes responses as grounded
in those sources with inline citations [4]. Microsoft 365 Copilot uses a broader permission-driven model in which the
Copilot orchestrator can ground a prompt using Microsoft Graph data the user is authorised to access, supported by
semantic indexing and, where enabled, web grounding [16].

ChatGPT Business/Enterprise provides a different pattern again. Company Knowledge can search and fetch from eligible
connected organisational sources and return citations to those sources [17], while business inputs and outputs are not used
for model training by default [15]. Functionally, all three approaches augment generation with external context, but their
retrieval corpus differs: a manually bounded notebook, a permissioned organisational graph and web context, or connected
company sources. The exact backend retrieval algorithms are proprietary, so this paper does not assume that the three
systems use an identical vector store, chunking strategy or textbook RAG implementation.



2.2 Retrieval-Augmented Generation (RAG) and Isolated Context

RAG is a common grounding architecture for using information that is not stored in a model's permanent parameters. In
a standard RAG pipeline, source documents are ingested, divided into passages, represented for retrieval, selected in
response to a query and then inserted into the LLM context before generation [18]. Notebook-style services may use
proprietary variations rather than a textbook RAG pipeline, but the RAG model is useful for understanding why source
isolation is not the same thing as model training.

A user can add recent or confidential material without waiting for a foundation model to be retrained. That is part of the
attraction. Yet the service may also create extracted text, chunks, embeddings (numerical vectors that encode features or
semantic relationships for retrieval), indices, prompts, citations, conversation histories and summaries. Peer-reviewed
work on RAG privacy shows that retrieval databases can become a distinct privacy surface rather than a neutral add-on
to the model [19]. The relevant object is therefore the end-to-end service, not only the LLM.

2.3 Processing, Model Training and in-Context Adaptation

These three operations need to be separated early because much of the public confusion comes from mixing them.
Document processing means that the service reads, transforms, retrieves or otherwise uses the content to complete the
requested task. Model training means that an optimisation procedure updates model parameters using training examples.
In-context adaptation describes the temporary way in which examples or instructions within the current context can
change model behaviour without a permanent parameter update.

Transformers process input via attention and feed-forward operations that produce temporary internal states [20].
Ordinary inference does not require a backward pass or a permanent weight update. That is why a provider can truthfully
say that a document is processed but not used to train the foundation model. In-context learning nevertheless allows model
behaviour to adapt to examples supplied inside the prompt or context [21-23]. This does not mean that every prompt
secretly fine-tunes the model. It means that processing, in-context adaptation and training are technically different claims
and privacy wording should not collapse them into one.

2.4 Embeddings, Memorisation and Privacy Risk

An embedding is a numerical vector intended to encode features or semantic relationships in data so that similar items
can be retrieved or compared. In an isolated-context service, embeddings can be used to locate relevant passages without
sending the whole source collection into every prompt. They are useful precisely because they preserve information about
the source. That usefulness is also why they should not be treated as anonymised data by default.

Research on memorisation shows that sensitive training examples can sometimes be extracted from large language models
[24]. That result concerns data that entered training and should not be misapplied to ordinary notebook uploads. A closer
analogy for retrieval systems is embedding privacy. Morris et al. showed that text embeddings can reveal substantial
information about source text [25], and work on private retrieval starts from the premise that neural similarity search can
leak information unless the retrieval architecture is designed to protect both queries and database content [26]. These are
privacy risks because the consequence is information disclosure or reconstruction. The security mechanisms used to
protect embedding stores, by contrast, belong to cybersecurity. The two domains meet when a security failure enables a
privacy violation.

2.5 Prompt Injection and Retrieval-Layer Security

Prompt injection is primarily a cybersecurity problem. An attacker or untrusted document causes the LLM application to
treat data as an instruction and behave in an unintended way. The privacy consequence appears when that security failure
causes sensitive information to be retrieved, exposed or sent to an unauthorised destination. Keeping the attack mechanism
and the privacy outcome separate makes the risk easier to reason about.

Greshake et al. demonstrated indirect prompt injection against LLM-integrated applications that process external content
[27]. RAG creates additional attack surfaces because the retrieval database can itself be manipulated. Tan et al. showed
that crafted content inserted into a retrieval source can alter model behaviour even when the attacker lacks knowledge of
the user's exact query or the underlying model parameters [28]. Zeng et al. found that RAG can expose private retrieval
data under attack conditions [19]. These studies do not establish that every commercial notebook is vulnerable in the same
way, but they show why a private source collection can also become a private attack surface.

The system view is reinforced by recent security work. Debenedetti et al. describe privacy side channels created by
components around the model, including preprocessing, monitoring and filtering [29]. OWASP likewise treats prompt
injection, sensitive-information disclosure, data/model poisoning and vector/embedding weaknesses as application-level
concerns [30,31]. The UK National Cyber Security Centre makes the related point that prompt injection is not simply
SQL injection under a new name and that the entire Al-enabled system must be considered [32,33].



2.6 Governance and the Boundary of Assurance

Governance matters here because several privacy claims cannot be inferred from model architecture alone. A user cannot
inspect a provider's complete retention pipeline, administrator access model or internal logging simply by observing the
generated answer. These claims therefore depend partly on contracts, published controls, audit mechanisms and
institutional account settings.

Foundation-model research has long highlighted the gap between broad capability and complete control [34], while risk
taxonomies emphasise information hazards and malicious use alongside other social harms [35]. For this paper, the useful
governance question is narrower: does the organisation know the processing purpose, data category, deployment boundary,
retention position and consequence of failure well enough to authorise the upload? Standards such as NIST AI RMF,
ISO/TEC 42001 and ISO/IEC 23894 offer organisational risk-management structures, while OWASP provides a more
security-specific application lens [36,37]. The framework proposed later does not replace any of them. It supplies a
document-level decision checkpoint that can sit underneath those broader frameworks.

Standard texts on Al and deep learning provide the underlying distinction between learned parameters, inference and
generalisation [38,39]. The management question, however, is intentionally simpler: who controls the data, what
processing boundary is being relied upon, and what happens if the privacy assumption is wrong?

3. Methodology

This study uses a structured conceptual and design-oriented review. It is not a systematic review and it does not claim a
PRISMA-style exhaustive search. Nor does it attempt to reverse engineer a proprietary product. The aim is to combine
the evidence needed for a defensible decision framework: peer-reviewed research describing technical mechanisms and
attacks; standards and regulator guidance describing governance expectations; and provider documentation describing
current product-specific commitments.

The literature search was conducted iteratively across ACL Anthology, USENIX Security proceedings, ScienceDirect,
SpringerLink and publisher or institutional repositories for NIST, ISO, OWASP, the ICO and the NCSC. Search concepts
included combinations of large language model privacy, RAG privacy, retrieval attack, prompt injection, embedding
privacy or inversion, Al governance, local Al, private Al, enterprise Al data protection and generative Al security.
Seminal work before 2020 was retained where it defines transformer or deep-learning mechanisms. For the rapidly
changing security and governance literature, preference was given to 2023-2026 sources.

Inclusion followed four rules. First, peer-reviewed journal or conference work was preferred for technical claims about
attacks, privacy leakage, retrieval behaviour and system security. Secondly, official standards and regulator sources were
used for governance and legal-policy framing. Thirdly, provider documentation was used only for claims about that
provider's own service, for example whether business content is used to train foundation models. Provider statements
were not treated as independent evidence that a product is universally secure. Fourthly, sources were excluded when they
were purely promotional, duplicated an already stronger source, or could not be connected to one of the five privacy
layers.

The analysis then proceeded in four stages. Stage one separated the broad phrase private Al into deployment boundaries:
local/on-device, on-premises/private network, private cloud and managed cloud. Stage two coded the literature into
privacy, cybersecurity and governance concerns, while also recording where the three overlap. Stage three mapped those
concerns to five lifecycle layers: transmission and account boundary; inference; storage and derived representations;
training and model improvement; and governance and human access. Stage four translated the layers into a practical
upload-decision framework.

The framework was evaluated analytically rather than empirically. Five criteria were utilised: lifecycle completeness,
meaning that the decision should not focus on inference alone; conceptual separation, meaning privacy, security and
governance should not be treated as synonyms; actionability, meaning a user must be able to answer the question without
privileged provider access; traceability, meaning each question can be linked to an identified risk layer; and transferability,
meaning the same logic should remain useful across local, enterprise and consumer deployment patterns. A crosswalk
against NIST AI RMF, ISO/IEC 42001/23894 and OWASP is provided in Section 6. This is a form of conceptual
validation, not evidence of user effectiveness.

The University of Leicester material in Section 5 is therefore presented as a pedagogical design application rather than an
empirical case study. No participants were recruited for this paper, no student data were collected and no learning outcome
is claimed. The activities are included to show how the framework can be operationalised in teaching. Empirical
evaluation is deliberately reserved for future work.

4. Technical Analysis: Five Privacy Layers

The five layers are not intended to restate generic cloud-security advice. Traditional cloud services already require
encryption, access control and retention management. Al-based services add further privacy questions because user



content can be transformed into embeddings and retrieval indices, combined dynamically with prompts, routed through
probabilistic model inference, turned into derived summaries, and exposed to new attack classes in which instructions
and data share the same textual channel. The privacy outcome is therefore determined by the sensitivity of the data, the
processing purpose and the complete service architecture, not simply by whether the network connection is encrypted.

4.1 Layer One: Transmission and Account Boundary

The first layer concerns where the data crosses from a user-controlled environment into a managed service. Encryption
in transit protects the network journey, but it does not make remote processing local. The user is now relying on identity
management, account permissions, provider infrastructure, tenant isolation, service configuration and contractual controls.
This layer is shared with conventional cloud computing. What makes the Al case different is what happens next: the
uploaded material can be transformed and repeatedly retrieved as part of an Al workflow rather than merely stored as a
file.

4.2 Layer Two: Ingestion, Retrieval and Inference Exposure

Inference is only one component of the service. Before an LLM generates an answer, a cloud-based isolated-context
service may parse a file, extract text, divide it into passages, create embeddings, build an index, retrieve selected passages
and assemble a context. During model execution, that context becomes part of the computational input and generates
temporary activation states. None of this requires a permanent weight update. It is nevertheless real processing of the
content. The privacy question at this layer is therefore not only who can access the model, but which application
components can access the source, query, retrieved passages and generated output.

4.3 Layer Three: Storage and Derived Representations

A persistent notebook must remember something. Depending on the design, this may include original files, extracted text,
chunks, embeddings, retrieval indices, summaries, citations, prompts, responses and chat history. The privacy
consequence depends on what is retained, for how long, under which tenant or account, and whether deletion covers
derived artefacts as well as the source. An Al-specific concern is that a generated summary can be more convenient to
disclose than the source itself because it may condense the most sensitive information into one readable paragraph.

4.4 Layer Four: Training and Model Improvement

Training exclusion is a meaningful control. If the published commitment is honoured, uploaded material should not be
used to update the provider's general-purpose foundation-model parameters. That reduces a long-term secondary-use risk.
The mistake is to promote this one control into a complete definition of privacy. A document can be excluded from
training and still be uploaded, parsed, embedded, indexed, retrieved, logged or exposed through an application
vulnerability. Training risk is one layer, not the whole system.

4.5 Layer Five: Governance and Human Access

The final layer concerns people, purpose and accountability. A notebook may be shared too widely. A consumer account
may be used instead of an approved institutional account. Feedback can change the treatment of an interaction. Support
staff, administrators, subprocessors, legal requests and retention policies may be governed by terms that differ between
consumer, education and enterprise products. The privacy outcome is therefore a product of architecture, policy and user
behaviour. A technically well-designed service can still be used inappropriately if the wrong data category is uploaded
for the wrong purpose.

4.6 Cybersecurity Pathways that Can Become Privacy Failures

The privacy layers are easiest to use when the attack mechanism is made explicit. Account compromise or misconfigured
sharing can expose the source collection at layer one. Retrieval poisoning and indirect prompt injection can alter what the
service retrieves or how it interprets retrieved content at layer two. Weak access controls around vector stores or
embedding services can disclose sensitive representations at layer three. Data or model poisoning concerns can affect
training and model-improvement pipelines at layer four. Excessive administrator access, logging, integrations or retention
can create layer-five exposure.

In other words, privacy and security should be connected causally rather than treated as interchangeable labels. Prompt
injection is a security vulnerability; sensitive-information disclosure is one possible privacy consequence. A compromised
vector store is a security failure; reconstruction or disclosure of confidential source content is the privacy consequence.
This separation is consistent with OWASP's distinction between prompt injection, sensitive-information disclosure and
vector/embedding weaknesses [30,31].

5. Pedagogical Application: Al Security, Ethics and Management at the University of Leicester

The framework is connected to the design of a new module titled Al Security, Ethics and Management at the University



of Leicester. This section is a pedagogical application case, not an empirical evaluation. It describes how the framework
is used to structure planned learning activities. No participants were recruited for this study, no student responses were
analysed and no claim is made that the activities have already improved learning outcomes.

The design starts from a practical observation. Al security, ethics and management are often taught as separate topics
even though one organisational incident can involve all three. Uploading a confidential document to a cloud Al service
may be encrypted correctly, contractually prohibited, ethically questionable and poorly governed at the same time.
Students therefore need a vocabulary that separates the questions before reconnecting them.

The first activity, the Private Notebook Test, presents five fictional documents: a public lecture transcript, an unpublished
research idea, a student-support note, a commercial partner brief and an examination question bank. Students classify
each item and justify whether it can be used in a local model, an approved enterprise service or a consumer cloud service.
The intended learning outcome is not agreement on one universal answer. It is the ability to justify an upload decision by
reference to sensitivity, purpose, processing boundary, provider controls and consequence of failure.

The second activity traces a document across the Al workflow: upload, extraction, chunking, embedding, retrieval, prompt
construction, model inference, output generation, citation, storage and deletion. This directly mirrors layers one to three
of the framework and makes visible what a friendly interface compresses into a few clicks. It also gives students a precise
way to explain why 'no back propagation' is useful information but not a complete privacy statement.

The third activity focuses on the security-to-privacy pathway. Students place harmless conflicting instructions inside a
synthetic document and discuss how an LLM application may treat the text as both content and instruction. They then
identify the security mechanism (indirect prompt injection), the affected layer (retrieval/inference), and the possible
privacy outcome (unintended disclosure). The use of synthetic material keeps the activity educational rather than
operationally risky.

This application is consistent with wider work arguing that Al teaching should connect technical capability with
assessment design and governance rather than treating generative Al as a single classroom tool [40]. The empirical
question—whether the framework actually improves understanding or classification consistency—remains open and is
addressed in the Future Work section.

A concrete way to apply the framework is to consider an unreleased assessment question bank that a module leader wants
an Al service to review for duplication, clarity and topic coverage. This is a synthetic worked scenario, and no live
assessment material or student data were used in this study. The data category is high-consequence assessment content,
the purpose is quality assurance, and the failure consequence is assessment compromise. Accordingly, a local or approved
on-premises model keeps inference inside the institution-controlled boundary, although endpoint, administrator and
model-supply-chain risks still remain.

A managed cloud service changes that boundary. NotebookLLM, Microsoft 365 Copilot or ChatGPT Business or
Enterprise may offer strong enterprise controls and published restrictions on model training, but those assurances do not
themselves authorise the upload of live examination material. Under the five-layer framework, the decision therefore
becomes conditional: if institutional policy explicitly approves that service and account type for unreleased assessment
data, the managed environment may be acceptable. If not, the safer choice is local processing or a minimised/synthetic
version of the material. The same service could still be entirely appropriate for public lecture notes. This is the practical
point of the framework: it classifies the data and purpose before it classifies the tool as 'safe' or 'unsafe'.

6. Decision-Making Framework

The framework was derived by translating each lifecycle layer into a question that an ordinary decision-maker can answer
before an upload. The order matters. Data sensitivity and purpose come first because the same architecture can be
acceptable for public information and unacceptable for a disciplinary record. Processing location then establishes the trust
boundary. Provider controls address training, human review and retention. Representation persistence asks what remains
after the task. Consequence of failure prevents a low-probability event from being treated the same way regardless of
1mpact.

Table 2 positions this contribution against established governance and security frameworks. The proposed framework is
intentionally narrower: it is a document-level decision aid rather than an organisational management system or an attack
catalogue.



Table 2. Relationship between the proposed framework and established Al risk/security guidance.

Framework / guidance

Primary level

Main strength

Gap addressed by this paper

NIST AI RMF / GenAl
Profile [6,7]

ISO/IEC 42001 and
ISO/IEC 23894 [36,37]

OWASP LLM Top 10
[30]

Organisation /
lifecycle

Management system /
organisational risk

Application security

Govern, map, measure and manage Al
risk across the lifecycle

Formalises Al  governance, risk
responsibilities and continual
improvement

Identifies concrete LLM application
vulnerabilities and mitigations

Connects data category, deployment

Does not give a short document-by-
document upload decision for isolated-
context services.

Operates above the level of an
individual user deciding whether a
particular source should enter a cloud Al
service.

Security taxonomy does not itself
classify data sensitivity, provider policy
and consequence of upload.

Designed as a practical pre-upload

Five-layer  private-Al Document / use-case boundary, derived representations, oo
. - . checkpoint; it complements rather than
framework (this paper) decision training controls and consequence of
failure replaces the broader frameworks.

Table 3 offers the resulting decision questions and explicitly establishes the link to the five privacy layers.

Table 3. Decision-making framework for assessing data exposure across private Al environments.

Decision area Key question Related layer(s) Lower-risk example Higher-risk example
What is the sensitivity of Published module Student complaint, health data,
Data category and .., All layers; o . . .
UrPOse the content, and why is it determines impact description used for confidential partner material or live
purp being processed? P summarisation assessment content

Is processing local, on-

premises/private Local model with no Remote consumer service with

Processing location . 1-2 . .
g network, private cloud or external connection  unclear organisational approval
managed public cloud?
Are training, review, Managed
Provider and sharing and retention 145 education/enterprise ~ Consumer account or unclear
account controls controls documented for > account with explicit terms/settings
this account type? controls
What remains after the
. session, including files Temporary processin, . . .
Representation ’ uding . ? . P ry P . g Persistent source, retrieval index,
. chunks, embeddings, 2-3 with verified deletion | . . .
persistence . history and derived summaries
logs, prompts and appropriate to the task
summaries?
What happens if the Minor inconvenience Legal breach, assessment
Consequence of . . . . . .
failure privacy  or  security All layers involving already- compromise, IP loss, safeguarding
assumption is wrong? public data harm or major reputational damage

The rule produced by Table 3 is deliberately cautious but not anti-cloud. Public, low-consequence material can usually
be processed through mainstream tools, subject to policy. Internal but non-sensitive information may be acceptable when
account and retention controls are clear. Confidential, regulated, assessment-related, commercially sensitive or
unpublished information should be minimised, anonymised, moved to an approved enterprise environment, processed
locally, or not uploaded at all. The framework does not assume that providers are dishonest. It assumes that an important
decision should not depend on one reassuring label.

Figure 1 illustrates how the service workflow maps onto the five privacy layers. The user and transmission stages
correspond mainly to layer one. Cloud processing combines ingestion, retrieval and inference in layer two. Storage and
representation map directly to layer three. The figure's provider-use and access column spans layer four, where
training/model improvement is considered, and layer five where administrative access, monitoring and governance
controls sit. The output stage is cross-cutting: a generated response can disclose information produced from any earlier
layer. This is why the decision framework starts with data sensitivity and consequence rather than treating inference as
the sole risk point.



Data Flow and Risk Points in Cloud-Based Al Systems
(Example: NotebookLM-style System)

1. User & Local 2. Transmission 3. Cloud Processing 4. Storage & 5. Outputs to 6. Provider

Environment to Cloud (Inference) Representation User Use & Access
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Figure 1. Data flow and risk points across the five privacy layers in a cloud-based isolated-context Al service. Legend: the colours
distinguish workflow stages, not six privacy layers. Layer 1 covers the account/transmission boundary and transmission to the managed
service; Layer 2 covers ingestion, retrieval and inference; Layer 3 covers storage and derived representations; Layers 4 and 5 are
represented in provider use/access as training/model-improvement and governance/human-access concerns. The output stage is cross-
cutting rather than a sixth layer.

7. Discussion

7.1 Private by Architecture, Contract or Experience

The word private is doing too much work. To a user, it may mean that nobody else can see the notebook. To a provider,
it may mean that the content is logically isolated and excluded from general model training. To a lawyer, it may mean
that processing is governed by a contract. To a cybersecurity specialist, it may mean that access, logging, retention and
attack paths have been controlled. All of those interpretations can be reasonable, but they are not interchangeable.

The additional distinction introduced in this revision is architectural. Local and on-premises Al do not merely provide a
stronger version of the same cloud privacy promise; they move the processing boundary. A user may still have poor local
security, weak permissions or an untrusted model supply chain, but the third-party inference boundary can be removed.
Managed cloud services instead rely on technical and contractual isolation inside provider infrastructure. The choice
between them should be made according to data sensitivity and purpose rather than ideology.

7.2 No Training Is Not No Exposure

The most important distinction in this paper remains the one between no training and no exposure. No training refers to
the absence of a particular secondary use: updating future model parameters with submitted content. No exposure, in the
strict architectural sense, would require the content to stay within the user-controlled processing boundary. A managed
cloud service can credibly promise the first under defined terms. By design, it cannot claim the second in the same sense
as an offline local system.

This is not an argument against enterprise Al. In fact, clearer language can strengthen trust. A useful privacy statement
would tell the user separately whether data leaves the device, which service components process it, what is retained, what
is logged, whether human review can occur, whether derived representations persist, and whether any of that content is
used to update general models. A longer explanation is less marketable than the word private, but it supports a better
decision.



7.3 What Is Novel about the Five-Layer Framework

The paper's novelty is not that it discovers remote cloud processing, nor that it proposes another high-level Al governance
framework. Its contribution is the level at which the decision is made. NIST and ISO operate primarily at organisational
and lifecycle levels. OWASP catalogues application threats. Privacy research examines particular leakage mechanisms.
The five-layer framework connects those perspectives to one operational question: should this specific information be
placed into this specific Al service for this purpose?

That connection also clarifies the relationship between privacy and cybersecurity. A prompt-injection vulnerability is not
automatically a privacy breach; it becomes one when the attack causes confidential material to be disclosed. An
embedding is not automatically a leak; it becomes a privacy concern when the representation can be accessed,
reconstructed or used beyond the intended purpose. The framework therefore keeps mechanisms and consequences
separate while ensuring that both influence the upload decision.

7.4 Classification Rather Than Fear

A blanket ban on cloud Al would be unrealistic and, in many settings, counterproductive. These tools can improve
accessibility, research synthesis, feedback and productivity. The problem is not cloud processing by itself. The problem
is applying the same decision to every document.

Higher education guidance should therefore move beyond 'use Al responsibly'. Public lecture slides are not the same as
unpublished examination questions. Synthetic data is not the same as named student records. A managed education
account is not the same as an arbitrary consumer account. Classification turns a vague ethical message into an operational
control. The same logic can transfer to an organisation deciding between local inference, an approved enterprise platform
and a consumer tool.

7.5 Limitations

The first limitation is empirical. The framework has not yet been validated through user studies, expert panels or
controlled comparison of commercial infrastructures. The University of Leicester section and the worked assessment
scenario are design applications, not evidence of measured effectiveness. They demonstrate how the framework can be
used, but not how much it improves decision quality. The present contribution should therefore be read as a conceptual
and practice-oriented framework whose effectiveness still needs to be tested.

The second limitation is dependence on publicly available information. Product architectures are partly opaque, and
provider documentation can change. As a result, the product comparisons in Table 1 are a dated evidence snapshot based
on documentation available in August 2026, not a permanent benchmark. A statement about training, retention, grounding
or human review is accurate only for the documented product, account type and date examined. This is exactly why the
framework asks users to verify current controls rather than treating one vendor statement as permanent.

Thirdly, the framework simplifies technical and legal detail so that non-specialists can use it. That is a design choice but
also a limitation. It cannot replace threat modelling, penetration testing, data-protection impact assessment or specialist
legal advice. Jurisdiction also matters: contractual and regulatory requirements differ between the UK, EU and other
regions.

Finally, the motivating application is higher education. The decision areas are deliberately generic enough to transfer to
healthcare, government or commercial organisations, but that transfer has not yet been empirically demonstrated.
Different sectors may need different data categories, approval thresholds and consequence scales.

8. Conclusion

This paper has examined the gap between isolated context and strict data privacy in cloud-based Al services. Its central
conclusion is deliberately narrow. A service may be private with respect to source access, account isolation and
foundation-model training while remaining remote with respect to processing and storage. Those statements can all be
true at the same time.

The five-layer analysis separates transmission and account boundary, ingestion/retrieval/inference, stored representations,
training/model improvement and governance/human access. The decision framework translates those layers into five
practical questions about data sensitivity and purpose, processing location, provider controls, persistence and consequence
of failure. The crosswalk with NIST, ISO and OWASP shows that the framework is not a replacement for established
governance or security guidance. It sits below them as a pre-upload decision aid.

The pedagogical application shows how the same framework can organise teaching in Al Security, Ethics and
Management without pretending that a classroom activity is empirical validation. Students can trace the complete
workflow, distinguish a security mechanism from a privacy consequence and justify why one document belongs in an
enterprise service while another should remain local. That is also the wider management lesson. Private Al is better treated
as a spectrum of assurance than a binary product label.
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9. Future Work

Future work will move from conceptual validation to empirical evaluation in both education and organisational settings.
The first study will recruit students and staff who use generative Al and will employ a pre/post design. Participants will
complete a short knowledge test covering processing, training, embeddings, logging and local execution before and after
a technical intervention based on the five-layer model. Improvement will be measured using change in test scores and
confidence ratings.

A second study will test decision consistency. Participants will classify a fixed set of public, internal, confidential and
regulated scenarios and justify the selected processing environment. Agreement can be measured using percentage
agreement and an inter-rater measure such as Cohen's kappa where the design permits. Additionally, the analysis will
examine whether participants identify the same risk layer and consequence of failure, rather than merely choosing the
same final answer.

A third study will compare local/on-premises and managed enterprise workflows for the same bounded tasks. Candidate
measures include task completion time, usability, answer quality, perceived trust, correct identification of privacy controls,
and the amount of source material that needs to leave the user-controlled boundary. The purpose will not be to prove that
local is always safer or enterprise cloud is always better, but to measure the trade-offs that the conceptual paper currently
describes.

Finally, an organisational pilot will seek assessment from information-security, data-protection and Al-governance
practitioners outside higher education. Expert review can test whether the five questions are complete enough for real
approval workflows and whether sector-specific additions are required. This would provide the evidence needed to refine
the framework from a teaching and decision aid into an empirically validated organisational tool.
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